& |SPE.

NOISE
ELECTROMAGNETIC
A VILLAIN IN OUR BI

Presented by: Charles M. Torres
Sr. Instrumentation and Contro
Sanofi - Framingham Biologi
charles.torres@sanofi.com
508-424-9912

January 18, 2018

Which are the most common parameters
sensed in biotech?

> The main product of biotech companies are customized
proteins.

> These proteins are obtained from genetically
manipulated mammalian cells modified to express the
protein of interest (POI).

> Proteins are usually very complex molecules with
important characteristics defined by the “folding” of
protein segments.

> Mammalian cell protein expression is very sensitive to
environmental conditions such as temperature,
pressure, agitation, pH and oxygen concentration.

> These parameters are considered Critical Process .
Parameters (CPP) considering their impact on the quality
and functionality of the POI.
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Which are the most common parameters

sensed in biotech?

> The most frequently sensed parameter in biotech manufacturing
operations is temperature.

> Temperature is a CPP governing growth and protein expression of
cell cultures with 37°C being a common setpoint. The most
common type of temperature sensor used in biotech is the RTD.

> The RTD is typically a coiled Platinum (Pt) wire whose resistance
is 100Q at 0°C (32°F) and it increases almost linearly so that at
100°C, the resistance is 138.5Q. The second most frequently
sensed parameter is pressure.

> Pressure is a CPP as well. It is an important parameter in the
control of dissolved gases, fluid transfer, steam distribution and
sterilization as well as indication of filter performance among
many other uses.

> One of the most common types of pressure sensors is the piezo-
resistive pressure transducer.
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Which are the most common parameters

sensed in biotech?
Other frequently sensed parameters:

> Weight / Mass

> pH — Hydrogen potential

> Conductivity — Siemens

> Dissolved oxygen % — DO

> CO2 concentration

> UV absorbance - cell density, protein concentration
> Vessel / tank level

> Rotational speed — RPM - agitation

> Flow rate — LPM / GPM

Common factor — very small analog signal levels — easily
corrupted by EMI noise
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HOW IS ELECTROMAGNETIC
INTERFERENCE DEFINED?

WHAT IS THE IMPACT OF EMI
NOISE ON CRITICAL PROCESS
PARAMETERS?

What is Electro-Magnetic Interference?
Also known as EMI Noise

Definition - Electromagnetic Interference
From Wikipedia, the free encyclopedia

Electromagnetic interference (EMI), also called radio-
frequency interference (RFI) when'in the radio frequency
spectrum, is a disturbance generated by an external
source that affects an electrical circuit by ]
electromagnetic induction, electrostatic coupling, or
conduction.

The disturbance may degrade the performance of the
circuit or even stop it from functioning.

In the case of a data path, these effects can range from an
increase in error rate to a total loss of the data.
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What is Electro-Magnetic Interference?

o EMI is also known as NOISE or SIGNAL NOISE.

o EMI noise, is an unwanted electromagnetic interference that corrupts
or degrades an electrical signal.

o EMI noise can interfere or alter the information contained in analog as
well as digital signals.

o Analog signals are much more vulnerable to EMI noise than digital
signals since the amount of noise necessary to affect digital signals is
usually much higher.

o High levels of electrical noise, produce large variations that cause
digital bit streams to become unintelligible. This makes digital
communication between process control devices unreliable or
impossible.
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What is Electro-Magnetic Interference?

o Digital signals are more resistant to EMI noise because they
communicate using a set of discrete electrical pulses called “bits” to
convey information. Figure 1 below shows a digital signal with
superimposed noise. The information is contained in sequence of 1s and
0Os, not in the magnitude. A problem arises if noise spike values are as
large as the voltage that defines a 1 or the voltage that defines a 0.

Noise — Digital Signals

Figure 1
‘on” and ‘off’ states can usually still be recognised

despite any noise that is picked up. The signal can
therefore be ‘cleaned up’ to remove the noise and
restore the original pattern of ‘on’s and ‘off’s
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What is Electro-Magnetic Interference?

o Analog signals are continuous in time within an established amplitude
range, such as 4-20 mA or 0-10 V. The amplitude of the signal
represents the value of the parameter at that given moment in time.
Any superimposed unwanted voltage or current spike will modify or
alter the true value.

o High levels of electrical noise, produce large signal variations that
cause substantial alterations of the true value of the sensed parameter.
This corruption makes this information untrustworthy and confuses
the process control circuitry into making wrong decisions based on
wrong information.

o Minuscule variations of the analog signals caused by intrinsic
electronic noise, on the order of microvolts or microamps, typically do
not result in a relevant discrepancy.
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What is Electro-Magnetic Interference?

As seen in Figure 2(b), signal noise superimposed on an analog signal
will add or subtract from the true signal value. In an industrial situation
where vital processes are automatically controlled based on the value of
a process signal, any alteration can lead to erroneous control decisions
with potentially damaging results.

Figure 2 2

In an analog signal, the
information is contained in a0 asNgs 0”02 0 02N 0p” 08
the signal value at a given
time.

Superimposed noise alters
the true signal value and
results in erroneous
information.
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Which are some of the most common process
control problems?

o Instability in control of a CPP - oscillations, down or upward trends. Control
loop tuning is prescribed here.

o Process sensor malfunctions/failures due to physical damage.

o Process sensor parameter variability due to instrument out of tolerance
(OOT)/calibration.

o Process parameter variability due to sensor aging deterioration or fowling.
o Process parameter signal variability due to signal corruption by

electromagnetic interference.
VWhat we observe can be divided into:

LT S—

noise
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Which are the villains of EMI in biotech facilities?

The most common sources of noise in biotech facilities
v High voltage AC electrical power distribution cables

v High frequency pulse streams from serial digital communications.
v Fluorescent lamp ballasts

v’ Variable Frequency Drive PWM that control three phase motor RPM —
Public enemy #1. Produces a very broad noise bandwidth.

v' Servo Motor Drive PWM that controls servo motors used in automated
manufacturing machinery. This is not common in biotech facilities.

v' Magnetic contactor coils and common relay coils turning on and off.
Inductive kickback produces a large voltage spike.

v Poorly designed building ground system.
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Which are the villains of EMI in biotech facilities?

There are several mechanisms by which EMI noise affects the quality of
signals and information. The most common ones in industrial operations
are:

vInductive Coupling
v'Capacitive Coupling

v'Common Mode Noise
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How does EMI noise get in to contaminate?

Inductive Coupling Principles

Physics explains that a wire carrying an electric current produces a
magnetic field.

Right hand grip rule: a current &
flowing in the direction of the white
arrow produces a magnetic field shown
by the red arrows.
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Inductive Coupling Principles

o Mutual inductance existing between parallel wires forms a
bridge where an AC current in one wire induces an AC voltage

in the other.

o When a wire that is carrying a current is close to another wire
that is also carrying a current or signal, the magnetic fields they
produce interact with each other resulting in noise voltage
being induced in the wires following Faraday’s Law of

Induction.

®, = [BedA = Bdcosd

Describing the Inducing of EMF -1earn these steps

4. Calculating the Induced EMF

As the charges separatean

Electric Field Force is made X X X X
o AD, (Fo) © oY
e=iR=- Fa Fe
'y Eventually it balances the vl [ =—— ()
Magnetic Field Force (Fy) © ON
dB ;
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dt
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For a tightly wound coil of wire, Bqv = T V e BLU
Fp V
£E= 7N7d¢5 =—= T / Fo= I, This is known as the
dt 8~ 'F Induced EMF
Electric Field Strength Definition
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Inductive Kickback

o Energy is stored in the magnetic field formed by current passing through
a coil or inductor. When the circuit is opened, the magnetic field
collapses creating a large voltage spike. This is also know as inductive
kickback. This spike is of a very short duration but can be 20 times the
voltage of the power supply. Voltage across an inductor is V = L dl/dt
where L is the inductance and dl/dt the derivative (slope) of the current. A
current that is quickly decaying to zero has a large slope.

1 =l v
B
— — off on
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Inductive kickback: (a) Switch open. (b) Switch closed, electron current flows from battery through coil which

has polarity matching battery. Magnetic field stores energy. (c) Switch open, Current still flows in coil due to
collapsing magnetic field. Note polarity change on coil. (d) Coil voltage vs time.

Pharmaceutical Knowledge ispe.org | 16

e ISPE . Connecting

1/15/2018



Inductive Kickback

Example:

DC motor represented by a coil and resistor. A transistor is

used as a switch, turning the motor ON and OFF.
A

J

;_12mH

114

50Hz

—

‘|i..
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Inductive Kickback

When the transistor is turned OFF, the magnetic energy stored in the coil
causes a voltage spike that rises to 233VDC while power supply is only

12VDC.
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How do we reduce inductive kickback?

Adding a snubber/flyback diode greatly limits magnitude of spike. It
works by serving as a path for the current stored in the coil to dissipate
at the coil/resistor combo. Inductive kickback voltage spikes are
produced by motor contactor coils, relay coils as well as switched motor
windings (VFD PWM).

)

:;A 2mi DIODE
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How do we reduce inductive kickback?

This is the voltage measured at the collector (top leg) of
the transistor. Notice that voltage rises only to 13.0 VDC.
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Which is biotech’s EMI noise Enemy #17?

Inductive Kickback taken to an extreme — VFD Pulse Width
Modulation

PWM Sine Wave Synthesis

Low Frequency High Frequency

Smaller pulse widths produce Larger pulse widths produce

lower resultant voltage. higher resultant voltage.
Resultant Sine Wave Current

_>{ |“_ Pulse Width l l Pulse Width —il l‘—
e

JM" S _/ / \ﬂ‘

I DC Link Voltage
One Cycle —> ‘4— One Cycle —
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Which is biotech’s EMI noise Enemy #17?

Inductive Kickback taken to an extreme — VFD Pulse Width
Modulation

PVWM waveform

In this 460 V ac drive,
the Pulse Width
Modulated waveforms
go from O to 650 V dc
in a microsecond or
less.

These fast rise and fall [ . [EN] |
times (high dv/dt) l e il IEKIT:
have a lot of high [
frequency content. l | | | | | I 5

i : HEEEE il i} :
This could cause EMI m 2"‘5 é';,;ig'é'ﬁl:'””;'””' '—5 ;E

if the motor is not
grounded well
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Which is biotech’s EMI noise Enemy #1?

Learn to recognize the EMI sources by their waveforms

Static
Decharge _\

High energy ’
impulses 'izgc:n:d;ﬂ:n_‘!or
indicative of
grounding
problems

VFD Induced
nmse
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Capacitive Coupling Principles

o Capacitance is a property intrinsic to any pair of conductors separated
by an insulating substance called a dielectric.

o Energy is stored in the electric field formed by the potential difference
(voltage) between the wires separated by the dielectric.

o The natural capacitance existing between the adjacent insulated wires
forms a conductive path for AC signals to cross between the wires
thereby introducing noise into the signal cables and circuitry.

o The noise introduced in analog signals will be directly proportional to
both the voltage and the frequency of the AC power. The strength of the
conductive path is inversely proportional to the capacitive reactance X,
= (1/2mfC). Noise introduced in the wires and circuits will be directly
proportional to the AC power frequency and voltage.
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How do we combat EMI?

* Inductive kickback is easily reduced considerably by
placing a reverse biased diode across the coil (called a
snubber diode).

* Physical separation of high voltage/high frequency
cables from low level instrumentation cables and digital
communication cables. Keep high voltage wires as far
away as possible from instrumentation wires.

* Proper grounding practices — Avoid creating ground
loops, use star connection, do not daisy chain.

* Shielding of low level signal wires— proper grounding of
shield at only one point, at the control cabinet ground
bus bar.
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How do we combat EMI?

+ Use twisted shielded pair cables to protect low level
instrumentation signals. TSP — Twisted Shielded Pairs

» Tie TSP cable shield conductor wire to ground at only
one end.

* Use Ferrite beads — Very effective for attenuating high
frequency noise. They come in multiple sizes and
configurations.

* Install passive analog filters.

* Install active analog filters.

* Program Ladder Logic Timer/filters for digitized signals
+ Use optic couplers/isolators.

» Use optic fibers for digital signal transmission.
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How do we combat EMI?

* Use FIR (Finite Impulse Response) filters
for digitized signals — Select number of
filter taps for greater attenuation — Caveat -
the larger the number of taps the longer
the calculation time and slower response.

« Some modern instrumentation
amplifiers/transmitters come with

programmable FIR filters. Example — Alfa Laval
Weight System with Capacitive Load Sensors.

How do we combat EMI?

Twisted shielded wire pairs with overall wire mesh.

14



How do we combat EMI?

VFD Cable designed to minimize ground induced
voltages.

Minimizes:
» induced ground voltages
* induced ground currents

» motor bearing fluting

« motor bearing failure

VFD Cable
—Three Plus Three e
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How do we combat EMI?

Ferrite Beads
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How do we combat EMI?

Programmed Ladder Logic Timer filters

Scaled digitized value is compared to an upper threshold value and if larger,
a signal is sent to a timer. If “larger than” signal stays on longer than the
timer preset then the timer triggers an alarm. This keeps short duration
spikes caused by noise from triggering an alarm.

T

“On Detoy < —

e i T S T i—ww-
=== Less Than (ACO)
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Greater Than (A8
Source A l&_ﬂ-ww.‘:.“ d
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How do we combat EMI?

Analog passive filters

A combination of resistors, capacitors and inductors designed to attenuate
a range of frequencies. Used mostly as end terminators for serial data
protocols like FF and Profibus.

R L2 La
o— } YN MY
Ci C3 ‘
Uin R ' Uout
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How do we combat EMI?

Analog active filters

A combination of operational amplifiers (OPAMPS), resistors and capacitors
designed to attenuate a range of frequencies. Used mostly on circuit boards
to clean up analog signals.

Third- Order Low pass Butterworth Filter Circuit

. Vout

G A1 —»——'VW\'——'V\}W—-L—*

O—WWT+ = c R
P l

:
FIRST-ORDER LOW PASS FILTER —————»-{«—————— SECOND-ORDER LOW PASS FILTER ——l

www.CircuitsToday.com
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How do we combat EMI?

Optical Couplers/Isolators

Isolate EMI noise by relaying binary signals as light/dark pulses -
presence or no presence of light.

www.bristolwatch.com :
' +Vce
1
1
1
] 10K
'l
1
+ 5 digital IN — [ -
 — 1
- out
1 Collector
'
1
: Emitter
AA—] '
= 220 "= ;
') —
H =
High voltages on this side.... 1 ..can't damage circuits on this side
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How do we combat EMI?

Optic Fiber Signals

Isolate EMI noise by relaying streams of data using optic fibers over long
distances effectively eliminating EM noise interference.

Optical Fibre
'
Transmitter [ [ M
l " Electrical
y ] 4 output
- Receiver *'9"!
JuU Light ray trapped
| in the core of the
Electrical fibre
input
signal
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Real cases and solutions

Case example 1 — Conductivity, 4 to 20mA to DeltaV

Parts Washer — Drain conductivity signal suffered multiple
“Out of Range” Alarms triggering a Deviation and “Root
Cause Analysis”.

Root cause was found to be noise spikes going below
3.5mA threshold, lasting 70ms, triggering “OOR” alarms in
DeltaV.

Culprit — noise spikes from inductive kickback. One PS
shared between relays and instrumentation.

Suggested Solution — Addition of a timer/pulse filter in
PLC logic to filter out short duration spikes.

Actual Solution — Lower alarm threshold to 1.0 mA.
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Real cases and solutions
Case Example 1
Spike down to 3.2mA, 70ms

2300 ——series1
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Real cases and solutions

Case example 1

X-4021 Conductivity Defective Alarms

-PLC Low Range Alarm conditions
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Real cases and solutions

Case example 2 — Pressure, 4 to 20mA —-DeltaV / Pi
Historian

Purification filtration process — Filtrate pressure signal
triggered multiple “Out of Range” Alarms. This started a
Deviation and “Root Cause Analysis”

Root cause was found to be noise spikes below 3.8mA
threshold triggering “OOR” alarms in DeltaV.

Culprit — EMI noise altering true signal value.

Solution — Addition of a timer filter in PLC logic to filter
out short duration spikes.

Verify pressure sensor cable shielding. Shield grounded
to wrong GND terminal. Shield needed to be connected to
SHLD terminal on the analog input channel of the PLC.

e ISPE » Connecting Pharmaceutical Knowledge

Real cases and solutions

Case example 2 Pressure — 0 to 60psig, Pressure, 4 to
20mA to Al of AB PLC.

4mA level —red line
Notite noise spikes
extenging below 4mA
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Real cases and solutions

Case example 2 — 4 to 20mA, Pressure — 0 to 60psig

e e
L e
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Real cases and solutions

Case example 3 — 4 to 20mA, pH - 0 to 14 pH

* Photo taken while investigating ‘Out of Range’ pH values
during a purification process run.

* The dark blue cable is the pH probe signal cable and it
is tangled with Pump 1’s power cord.

* The pump’s RPM is controlled by a 480VAC, 3 Phase
VFD. The gray cable is the conductivity probe signal
cable also tangled with the Pump 1’s power cord.

* Culprit — Instrumentation signal cable in
proximity/contact with VFD Power cable to pump —
separate and avoid proximity.

* Found instrumentation transmitter ground wire not
connected. Shielding was floating — not doing its job.
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Real cases and solutions

Case example 3 — 4 to 20mA to DeltaV, pH -0 to 14 pH
probe
conductivity probe
Black Cable — Pump -
power
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Real cases and solutions

Case example 3
4 to 20mA to DeltaV, pH - 0 to 14 pH

=
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Real cases and solutions

Case example 3 — 4 to 20mA to DeltaV, pH -0 to 14 pH

1 =W
4 =
X
Gy

pH transmitter AIT-341013
ground terminal connector not
making contact with DIN rail

ground.
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Real cases and solutions
Case example 3 — 4 to 20mA to DeltaV, pH - 0 to 14 pH

D C0
DIN Ground terminal
block disconnected

DIN Ground terminal
block re-connected

57 A
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Real cases and solutions

Case example 4 — Foundation Fieldbus — “Lost Communication”

Oscilloscope trace of a Foundation Fieldbus serial data stream
showing unacceptable levels of noise. Caused “Lost
Communication” messages whenever pump VFD was running.
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Real cases and solutions

Case example 4 — Foundation Fieldbus — “Lost
Communication”

Biotech facility DeltaV network spur experiencing “loss of
communication” messages coinciding with a local VFD pump motor
start.

VFD had the VFD grade cable with shielded twisted pairs and outer
metallic mesh connected to ground as recommended by VFD
manufacturer.

FF cable was twisted pair, foil shielded with bare wire grounded at
control cabinet end. It ran parallel to VFD motor cable for some 5
feet.

Solved by adding ferrite core to VFD cable to attenuate radiated
noise. Problem disappeared.
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QUESTIONS?

REFERENCES
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PART-1
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