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Agenda:
• IoT – What is it & why do we care?
• IoT in Manufacturing & the Connected Supply Chain
• End-to-End Digital Supply Chains - Stakeholder Benefits
• Digital Supply Chains – What are the challenges?
• 4 Considerations for a Connected Digital Supply Chain
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Something NEW which DISPLACES existing technology and substantially CHANGES 
an existing industry or CREATES a new one.

The term was coined by HBS Professor Clayton Christensen in his 1997 best selling book 
“The Innovator’s Dilemma”.

Historic Examples:

 The automobile revolutionized the personal transportation industry

 The digital camera changed the way photographers create, manipulate & share images

 The iPhone changed human behavior and how we communicate
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What is Disruptive Technology?
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If I had asked people what they wanted, they would have said “faster horses”.
- Henry Ford

Disruptive innovation can hurt if you are not the one doing the disrupting.
-Clayton Christensen
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Why do we Care?
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• IoT – What is it & why do we care?
• IoT in Manufacturing & the Connected Supply Chain
• End-to-End Digital Supply Chains - Stakeholder Benefits
• Digital Supply Chains – What are the challenges?
• 4 Considerations for a Connected Digital Supply Chain
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Digital Operations 
Enabling The Connected Enterprise
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IoT Maturity Model
Where Are You?
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CYBER SECURITY

SUFFERED A
LOSS OF IP

IN THE PAST YEAR

54% SOURCE: Kaspersky (2017)

Near a Billion dollars in fiscal impact
• Wanna Cry May 2017
• NotPetya June 2017 

Merck Annual Report
• $260M loss in sales
• Nearly $300M in expenses / cost through out 

the enterprise
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Converged Plantwide Ethernet Infrastructure Strategy
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OT Cybersecurity Defense in Depth Strategy
with Threat Monitoring, Anomaly Detection, Response & Remediation
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Scalable Data Collection & Data Analytics Strategy
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Data Driven vs. Expert Driven Analytics
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Deep Learning for IIoT
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Service OT Requirements
Level 3 – Level 0 Experience Extensive

Service Level Agreements (SLA) Response Times 10 minutes

Global Ticket Management with Specific Knowledgebase Yes

Replacement Part Availability 6 hours

Dispatch of Field Engineers 6 – 12 hours

Secure Remote Monitoring & Diagnostics Yes

Plant Operations Network Design & Implementation Yes

Infrastructure as a Service (Opex vs Capex) Yes

Secure Remote Access with Authentication, Audit Trail, Archive & Disaster Recovery Yes

Network, Cybersecurity & Safety Validation of OEM Systems Yes

Lifecycle Management coordinated with Operations schedule Yes

Patch & AV Management coordinated with Operations schedule Yes

IT vs OT Managed Services Strategy
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